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Logistics

• M5 released due today; due next Friday (April 17)

• No lectures next week; project work time

• Project presentations will be given on the last day of class 
(April 22)

• Final exam: Monday, April 27, 8:30-11:30

• Covers the materials from the entire semester

• Sample exam to be posted
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Learning Goals

• Describe ethical responsibilities of a software engineer

• Identify different types of harms on the society that can be 
caused by a software system

• Apply heuristics from the Value Sensitive Design approach to 
design systems that account for stakeholder’s values

• Decide whether the benefits of building a software product 
outweighs its potential harm
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Responsible Software Engineering
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Example: Social Media

• Q. What is the (real) objective of the organization?
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Optimizing for Organizational Objective

• How do we maximize the user 
engagement? 

• Examples: 

• Infinite scroll: Encourage non-stop, 
continual use 

• Personal recommendations: Suggest 
news feed to increase engagement 

• Push notifications: Notify disengaged 
users to return to the app

• Q. So what? How can social media 
harm people?
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Addiction

• 210M people worldwide addicted to social media

• 71% of Americans sleep next to a mobile device

• ~1000 people injured per day due to distracted driving (US)

Sources: https://www.flurry.com/blog/mobile-addicts-multiply-across-the-globe

   https://www.cdc.gov/motorvehiclesafety/Distracted_Driving/index.html
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Mental Health

• 35% of US teenagers with low social-emotional well-being have been 
bullied on social media.

• 70% of teens feel excluded when using social media.

Sources: https://leftronic.com/social-media-addiction-statistics
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Who is to blame?

Q. Are these companies intentionally trying to cause harm? 

If not, what are the root cause of the problem?
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Challenges

• Misalignment between organizational goals & societal values

• Financial incentives often dominate other goals ("grow or die")

• Hardly any regulation

• Little legal consequences for causing negative impact (with 
some exceptions)

• Poor understanding of socio-technical systems by policy makers 

• Engineering challenges

• Difficult to clearly define or measure societal/ethical values

• Difficult to anticipate all possible usage contexts

• Difficult to prevent malicious actors from abusing the system
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https://www.nytimes.com/2026/03/25/technolo

gy/social-media-trial-verdict.html
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Responsible Software Engineering Matters!

• We, as software designers, have substantial power in shaping 
products and outcomes 

• Serious individual and societal harms are possible from (a) 
negligence and (b) malicious designs 

• Safety failures, mental health problems, weapon proliferation

• Security & privacy violations

• Manipulation, addiction, surveillance, polarization 

• Job loss, deskilling

• Discrimination
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Dimensions of Responsible Design

• Many quality attributes, when neglected, could result in harm 
to the stakeholders & environment

• Robustness, reliability, safety

• Security, privacy

• Usability

• Transparency, accountability

• Accessibility

• Fairness & bias

• We should deliberately consider these qualities and values 
during the design process
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Value Sensitive Design

Adapted from slides by Arvind Satyanarayan (MIT)
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Value Sensitive Design (VSD)

• Designers often focus on the 
immediate context of use: 
How will a product be used by 
the person who purchases it?

• Designers rarely have the time 
or method to consider the 
long-term and indirect effects 
of their technologies.

• VSD: A set of tools & heuristics 
to think through design 
implications more systematically
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Value-Sensitive Design: 4 Criteria

Stakeholders

Describes the range of effects both on the people who are in direct 

contact with the technology, as well as those who might not be direct 

users, but whose lives are nevertheless affected by various interactions 

around the technology. 

Time
Consider the implications that will only emerge after the technology has 

moved through initial phases of novelty to later phases of appropriation 

and integration into society.

Systemic interactions that follow from the widespread adoption of an 

interactive technology. 
Pervasiveness

Values
What do people consider important in life? e.g., autonomy, community, 

cooperation, democratization, environmental sustainability, fairness, 

dignity
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What do we mean by “values”?

• Some values are universal – e.g., safety, justice, human rights, privacy

• But others are specific to context and stakeholders

• Consider not only majority values, but also those held by minority stakeholders 

and many others…
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Value-Sensitive Design: 4 Criteria

Stakeholders
Direct Stakeholders ■ Indirect Stakeholders ■ Non-targeted Use ■ 

Children ■ Variation in Abilities ■ Changing Hands ■ One Person, 

Many Roles

Time
The Long Now ■ Long-Term Health & Well-Being ■ Sustained 

Friendships ■ Work of the Future ■ Adaptation ■ Non-Use ■  

Obsolescence ■ Reappropriation

Widespread Use ■ Diverse Geographies ■ Crossing National 

Boundaries ■ Accounting for Culture ■ Political Realities
Pervasiveness

Values
Elicit Stakeholder Values ■ Consider Key Values at Stake ■ Choose 

Desired Values ■ Evaluate User Experience of Values ■ Value 

Tensions ■ Perceptions of a Value
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Indirect Stakeholders: The Waze Effect
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Indirect Stakeholders: The Waze Effect

Gail Barry of Medford says navigation apps have completely 

changed her neighborhood.

"The cars go whiz, whiz, whiz. It's like we are living on a highway. 

It's horrible."

Traffic on her residential street has gotten worse every year over 

the past couple of years.
https://www.cbsnews.com/boston/news/iteam-waze-google-maps-traffic-navigation-apps-

commuters/

Tim Connor lives on a quiet residential street in Takoma Park, MD.

One afternoon, Connor counted a vehicle every two seconds on a 

street with a single lane available between parked cars. 

One morning, neighbors awoke to a cacophony of honks and went 

out to find a backup dozens of cars deep, two drivers in the middle 

about to come to blows.
https://www.washingtonpost.com/local/traffic-weary-homeowners-and-waze-are-at-war-again-

guess-whos-winning/2016/06/05/c466df46-299d-11e6-b989-4e5479715b54_story.html

Q. What are values that are 

important to the indirect 

stakeholders of Waze?
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Stakeholders Strike Back
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Responsibility of the Product Designer?

"All roads are the public domain and therefore the 

right of everyone to use [...] In that sense, Waze 

redistributes traffic to create a better traffic situation 

for everyone."

– Uri Levine, Waze Co-Founder



25

Indirect Stakeholders: Discussion

• Q. Should Waze update its design to account for its indirect 
stakeholders?

• If so, what are some potential design solutions?

• If not, what is your argument against doing so?



26

Activity: Food Rescue System

• Discussion in groups (7~8 minutes):

• Who are some potential indirect stakeholders?

• What are values that are important/relevant to those stakeholders?

• What are ways in which those values can be affected negatively by the 
system?

• How would you (re)design the system to mitigate those effects?
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Value-Sensitive Design: 4 Criteria

Stakeholders
Direct Stakeholders ■ Indirect Stakeholders ■ Non-targeted Use ■ 

Children ■ Variation in Abilities ■ Changing Hands ■ One Person, 

Many Roles

Time
The Long Now ■ Long-Term Health & Well-Being ■ Sustained 

Friendships ■ Work of the Future ■ Adaptation ■ Non-Use ■  

Obsolescence ■ Reappropriation

Widespread Use ■ Diverse Geographies ■ Crossing National 

Boundaries ■ Accounting for Culture ■ Political Realities
Pervasiveness

Values
Elicit Stakeholder Values ■ Consider Key Values at Stake ■ Choose 

Desired Values ■ Evaluate User Experience of Values ■ Value 

Tensions ■ Perceptions of a Value
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Reappropriation

Photo by Clément Gault
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Reappropriation: Malleable Software

https://blog.coupler.io/mic

rosoft-excel-vs-google-

sheets/
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Reappropriation: Malleable Software

https://blog.coupler.io/mic

rosoft-excel-vs-google-

sheets/

Image

Pixel art by reijr.

Curated by Maggie Appleton
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Reappropriation: Malleable Software
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Reappropriation: Malleable Software
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Reappropriation

• A piece of technology or product used in ways that are originally 
unintended by the creator

• Given its malleability, software products tend to be more easily 
reappropriated (compared to physical products)

• Reappropriation can empower users to adapt/use a product in 
novel ways that are beneficial to them

• BUT: Software products can also be reappropriated/misused to 
cause deliberate or inadvertent harms to other direct/indirect 
stakeholders 
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https://globalnews.ca/news/10382664/nb-

canada-woman-apple-airtag-bar-club/
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Reappropriation

• Q. Other examples of harmful reappropriation of software 
products? 
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Reappropriation

• Software products can also be reappropriated/misused to cause 
deliberate or inadvertent harms to other stakeholders

• As a designer, we can’t predict all possible ways in which a product can 
be misused

• But this doesn’t mean we should simply give up trying!

• Systematically consider not just “who will use this?” but also “who could 
misuse it, and against whom?”

• Involves adversarial thinking! (recall: assurance case & threat modeling)

• Develop plans to continually monitor and improve the product during its 
entire lifecycle (beyond design & implementation)

• Periodic audits, channels for user feedback, product recall & repair, etc., 
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Value-Sensitive Design: 4 Criteria

Stakeholders
Direct Stakeholders ■ Indirect Stakeholders ■ Non-targeted Use ■ 

Children ■ Variation in Abilities ■ Changing Hands ■ One Person, 

Many Roles

Time
The Long Now ■ Long-Term Health & Well-Being ■ Sustained 

Friendships ■ Work of the Future ■ Adaptation ■ Non-Use ■  

Obsolescence ■ Reappropriation

Widespread Use ■ Diverse Geographies ■ Crossing National 

Boundaries ■ Accounting for Culture ■ Political Realities
Pervasiveness

Values
Elicit Stakeholder Values ■ Consider Key Values at Stake ■ Choose 

Desired Values ■ Evaluate User Experience of Values ■ Value Tensions ■ 

Perceptions of a Value
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4 in 5 Americans are at least 

somewhat concerned about 

government surveillance, and 

almost 9 in 10 believe 

surveillance will be taken too far 

or already has been.    (Source)

Public Safety vs. Privacy

orghttps://www.safehome.org/family-safety/safety-privacy-sentiment/
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88.9% of respondents ‘believe’ that 

public CCTVs are effective in 

preventing crime, while only 5% are 
negative on it and 6.1% said they 

are not sure about it. 

Furthermore, 46.5% of the 
respondents assess that CCTVs in 

public places are more effective in 

preventing crime than police.                             
(source)

https://www.kicj.re.kr/board.es?mid=a20201000000&bid=0029&list_no=12482&act=view
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Value Tension

• Conflicting values across stakeholders from different communities, 
ages, gender, backgrounds, cultures, experiences, etc., 

• Also common between individuals vs. groups (e.g., government)

• Not always a trade-off! Sometimes, innovative design can mitigate 
the tension by addressing both needs; e.g., 

• Blur faces by default unless a legal trigger occurs (e.g., crime report)

• Homomorphic encryption (query w/o decrypting data)

• But often, the tension must be reconciled by:
• Following legal mandates

• Prioritizing basic core values that cannot be compromised

• Choosing the option that minimizes harms to vulnerable stakeholders

• One of the most difficult decisions to make as a system designer!
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Value-Sensitive Design: 4 Criteria

Stakeholders
Direct Stakeholders ■ Indirect Stakeholders ■ Non-targeted Use ■ 

Children ■ Variation in Abilities ■ Changing Hands ■ One Person, 

Many Roles

Time
The Long Now ■ Long-Term Health & Well-Being ■ Sustained 

Friendships ■ Work of the Future ■ Adaptation ■ Non-Use ■  

Obsolescence ■ Reappropriation

Widespread Use ■ Diverse Geographies ■ Crossing National 

Boundaries ■ Accounting for Culture ■ Political Realities
Pervasiveness

Values
Elicit Stakeholder Values ■ Consider Key Values at Stake ■ Choose 

Desired Values ■ Evaluate User Experience of Values ■ Value Tensions ■ 

Perceptions of a Value
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Always question: Should we build it?

• If the amount of potential harm to the society is greater than the 
benefits of a product, should we build it?

• At the beginning, ask yourself:

• What makes you think the problem can be satisfactorily addressed by 
software?

• What makes you think the problem should be addressed by software?

• What are possible social, political, and moral contexts in which the 
system will be used?

• What will happen when a user, whom you might not have imagined, 
uses your system in a way that you didn’t expect?



45



46

Always question: Should we build it?

• If the amount of potential harm to the society is greater than the 
benefits of a product, should we build it?

“Had I known that the Germans would not succeed 

in developing an atomic bomb, I would have done 

nothing.”

- Albert Einstein, reflecting on his letter to Roosevelt



47

Takeaways

• As software engineers, we have a significant amount of influence 
over how our products are shaped

• Remember that your system likely interacts with different groups of 
users from diverse backgrounds

• Even if unintended, the system may be used in ways that cause 
harms to users, the environment, and our society

Software is not neutral!

Developing software involves a series of design choices and tradeoffs, 
large and small. Each design decision is implicitly encoding your values 
and priorities. Through adoption, those values are then applied at scale. 
Those design choices then begin to shape our values.
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Summary

• Exit ticket!

• Have a fun Spring Carnival!
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